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CSsV
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DCS
DDoS
DMZ
DoS
ERP
EWS

JPCERT/CC
LAN
L2SW
MES
MQTT
NC
OPC
OPC UA
oS
0SS
PC

PIN
PLC
SCADA
SD
SNMP
SOC
TLS
TPM
USB
UPS
VPN
Www

Basic Input Output System

Command and Control

Central Processing Unit

Comma Separated Values

Data Base

Distributed Control System
Distributed Denial of Service
DeMilitalized Zone

Denial of Service

Enterprise Resources Planning
Engineering WorkStation

Factory Automation

FireWall

GateWay

Hard Disk Drive

Human Machine Interface
Identification

Intrusion Prevention System

Interface

Internet of Things

Internet Protocol
Information—technology Promotion Agency
Information Technology

Japan Computer Emergency Response Team Coordination Center
Local Area Network

Layer 2 Switch

Manufacturing Execution System
Message Queuing Telemetry Transport
Numerical Control

OLE (Object Linking and Embedding) for Process Control
OPC Unified Architecture

Operating System

Open Source Software

Personal Computer

Personal Identification Number
Programmable Logic Controller
Supervisory Control and Data Acquisition
Secure Digital

Simple Network Management Protocol
Security Operation Center

Transport Layer Security

Trusted Platform Module

Universal Serial Bus

Uninterruptible Power Supply

Virtual Private Network

World Wide Web
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2.5.2 YAl
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(¢) OPCUAIZEBRIYCTT)r—23  (MES H—N\GEE)DLDT—ET7IER
Edgecross DETILT IR I/F(OPC UA), T—2 7 X I/F(OPC UA)ZERL., Ty 7 ) r—iay

(MES H—/\2E) NI E#M.PLC DIRKEEEXS BT 35 —ATY,

TRt/ PLC

Edgecrossi&#iPC

EESAP Y] 31 |

TyS7IVr—33>
(OPC UA 9347J1)

®

[

(b)>AFLII5 LT
(Y33 AUMIMLIAT° 0-3)

)

WEEFHL

’/[
IRTEME

R
N

IRTEME

I~

T MTHEAIF
T -4T7h4RIF

T—IRITHD

HKIDT—ATIE IR AVN TV EFERAT R0, FHIZO)VRATLIL EIF(RRSAVM )L
IHRTO—SFFES535—R)EERmLET,
ITyoTI)r—2avd  BETIVTOERR VF = T—379€X IVF [Z&Y IR AV TIL

@

@
©)

(LT —2HELEITVES,

TROANTIVET—RAL ORI B T, T PLC N OIREEESRAELET,
HAHLEBAEEX. BERTOIVCT7I)r—2aVTEELET,

16

ECD-TE4-0006-02-JA



(d) TyoT7I)r—3>TOERN)AILT—EFA
Edgecross DERN)AIILT—EF7HIER I/F #ERAL, TyC 7TV —2ar BRERMNI AT —2% 0
BEIZRRTH7—ATY,

Edgecrosst&a#kPC
. |
TAFHARL/ PLC I J—ljl/;?/l/jz U7ILA4 LJ0 7
) — ) — S o N ~
?7\7;17 ] iy ] DB/J71 L Iy 7P Uh-33y
[ (8)>25F hirh EF ]
('J?)L’S’/l‘/;il]*rb‘*{ﬂ EVEIREELES
| oemron |
v
[ s-ome )
F—4E '
BigT—Y
| EAMALT —'ﬁ'ztxl/FJ
w17 .
DB/ 77 {10
A

HKDT—RATIE I TILEALT7A—I =X HFERT D=6, FFIZ@VATLIL EIF()T7ILAE
AL7AO—THAFEFIT—R)EERLET
D 2RIV TILEAALTO—TFTHF AT TILEA LT7O0—IXR2—rDEEIREER RUN IZHYE

iij-o

YT IWAEAALT7O—IRF—¥ (X T—2aL V2B BT, TEEWH.PLC hoDT—2UREFTLVE

a—

[CREFSNET, KT —2RANT U T HBEICKY T 7AIIVIZRET By —R1HYET, )
IyCT7I)r—2avd ERRNJAILT—ET7HERX IF [Z&Y . DB/I7A LM SIRET—4E TG
L. RR DG EETVET,

17

@
@ WELERET—2(E IVTILEALTIO—TR—DrDT—R2ANT )T #EEIZELY DB/I7AIL
@

ECD-TE4-0006-02-JA



(e) FileServer THT—AREHE
YT IWAAL7A—IR—vDT—RANT) T #EEEIZ XY FileServer [Z CSV 774 L TRESN IR
ET—HREITYCTI)r—2a  TORHEEIZANSY—A T,

T At/ PLC

Edgecrosst&&kPC

75198

DPIAAAI0—

UFILA4 1J0— ]
FTHAF

]

FileServer

3 F7°0r-935

XSy

[ (a)>ZF 5 EiF ]
(UPWALLTIO-THAF)
!

ERREE

[ iﬂ{fﬂﬁ,ﬁf - RUN ]-
([ 7sme ]
T

T—HE(E

T
5oty |

HEIANAIARTT

| EAMYINT —WHM/FJ

CSVIFANDT—H%
Fom - T

HKIDT—RATIX VT ILEAL7O—I =X EFFERT 56, FRZ@VATLIAL EIF(UTILE

AL7A—THALFTEFSIT—R)EEHLET,
A—HF)TIILEALIA—THFALFTHSYTILEA L7O—TR2—JrDENEIRREE RUN [ZHIYE

@
iid—o

@
d—

©)

@

WET—FEWMBL. RT-DHBEETVLET,

18

YT ILEA L7A—I 32— LT —2aL U2 H T, THEEEA PLC hoDT—2UEEITLVE

INEL-BIBT—2IE. DT —2ART U2 T #EBEIZKY FileServer DB TAILSE ED CSV 774

JVIZHAEINFET,
ITyST7 ) r—aviE. EARN)AILT—ET7 91X I/F IZ&Y. FileServer £ CSV 774 )LD

ECD-TE4-0006-02-JA



) 959K —ERTOT—E5H
T ILEA L7O—TR—TvDT—REREMEE (MQTT BR{EH#ER) ICLY MQTT TYSORHY—ERIZT
—AEEREL. T IVEALT—EERIE VF IZRHELTWA Iy ST Iy —S 30 TOREEIZAWNSy—

ATY,

Edgecross{&EkPC

S A |

T {EtéAm/PLC

U744 LJ0— ]

U754 LJ0—
THAF

]

J3RG—ER

MQTT

93777 V5-93>

FE ST

[ (a)YAFAITH L
(UPIAALIO—FTHAF)

]

¥

[ EERAER | RUN

70-h

BIFREYIE

)
J

¥

([ 7sme

]

S

Higr g
MQTTEE |

UTWA4LT -5BCIS

I/FJ

BET—9E D

HKDT—RATIE I TINEALT7A—IR—FEFERT D=6, FFIZ@VATLIL EIF()T7ILAE
AL7A—THALFTEFSIT—R)EEBLET,
D A—HIFUTILEALLTOA—THALFHSYTILEA LTA—TR— v DEMEIREEZE RUN [CHIYE

iid—o

YT ILEA L7A—I 32— [ET—2aL U2 H T, THEEE PLC hoDT—2UEEZITLVE

j—

D MQTT JA—HITEESINET,
ISR —ERLEDITYSTI)r—a0(F VT ILEA LT—RERE I/F (Z&KY.MQTT JO—4A
MNOBEET—2FMEL. RR-DHEEETVET,

19

@
@ WELFERBT—RIE VTILEAALTO—TR—2vD MQTT EBRIEMEEIZKYISYRH—ER L
@

ECD-TE4-0006-02-JA



(g TyoT7I)r—avho®I4—KIN\yy
T IAERA LD7O—TR—TvDT—RZEHEEE (MQTT EH) IZ&Y . UTPILEA LT —RE2H I/F(MQTT)
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2.5.3 BESNIEH

251 SATLBRHITRT A—RT—RITEVWTEESNSGBRERK 2-2 ITRLET,

BRIZHEFTIBENTIVIE. IPANTFIITTETHES R TLOEX ) TAVRISAAR E2hRIIZE
[FREZEEDHEIZA->THY . AAARIZEHINTWEEBBATIORERRBFZEER 2-51TRLET . 48,
INB—2 1 INB—=2 2 (X, FRFh 251 IZRELTKIBETS ). VMRETS 1R, BESNDIER
MY TEH/IE—UIZFTOIZRTEEBIZEFDTAYIY—TREFRHLTWET . T, REBRIZHT
X1 T4 EERLRT =0, %1835 3. BEICHE T X1 Tox%keE 4 BRIZEIT5EX2)T
AR RDEZLEMBFSETLHLTCLET,

UT.R 2-220EFATIIBITBREBLEAUTUNERELET . 4. Edgecross &8, PCEdilb &L T=
TH2ERDEX1)T4BBIL. BIMIZEEEHLTLES,

1) FET7IER
EEDHDIE=EZEIN R YN T —Y#RHE T Edgecross & PC IZEAL. BMSNW TLBBERERSATD
EOHREBHEETT D,

(2) MEMRA

BEEDHAE=ZBOHEDOAEREHELCHNIEDIE. Edgecross &, PC ~DT7 I ERIEZET
5F)D . AEDFIPR ST Edgecross 18 PC FREZATICTRIERAT 5, HAWIITVIPLHAFICLYY
BT7IEAL GBS - Edgecross 1&&; PC D HIEE R 5.

(3) FIEH#RME
(2)D# . Edgecross & PC MOV —IILEFEZERIELT. FERYIRITT % Web A AHY
A—KRLTAV A= T HFEDHEEZEITT D,
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%, Edgecross 1 &8 PCI[ZX LT, IEFRD USB AEYHO SD h—FENS R EZERLE-ER . EXE
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(5) FIEBRIK- R tEsn
EEOHIE=ZFBOHREDRNEERENTEICHBIAALENE R IEEES Edgecross 158, PC (Z#E#x
L. £EFROCOIZENMITHIEDHREEFETT D,

(6) F7OEAFRIERLT
(1), (3), DIZKYMEEXZERD Edgecross &8 PC LICHEATAEHRNDTOSSLPOATUR, H—ERE
DTALREFREIZEITT S,

(7) <RIz T R
(1), (3), ), GIZKYBEXIR D Edgecross 1&& PC 2Lz 7 ERE-F{ESHEH B,

(8) 1H¥REIER
(6)*(NIZKY Edgecross & PC RIZHEMSN TLSIER (EEIER. OV VIb0z 7. RBALIER. &
RERTE R, IS REFOHRBFR ZHNT 5.
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(1) R IEES
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(6)X(7)I=&kY) Edgecross £ PC MIME#H® PLC ZNREICFELHHITUR R EELEE. TR
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AN,
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322 (1)@3)
342 (1)
/SRR FIOMRBILRAREDFRIZLY . THIERA2S—F YD SEdgecrossBEMPCREATRET 74 | 4oy ) 343 (1)
U 2&h%, * (42 5—trk-Edgocross) 3.4.4 (1)
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2 ABOFEEITE>MENIESRDH—/3-POABEdgecrossiEHPCABISRET 225N 5, wyree | O 35 (5)
5 | FETTER DSATINPCRED THNEE. FEEREN M. THNCBRELET YT RECEY. RRH@AoRT—| o o 25 5O
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LEED@EL. Edgecross AT LAID MQTT Z4+EB2BAE . Edgecross AT LANDT—E AL

(TBHEBERYET,

(B) F7AI/T—ER—R

T7ANOT—ER—REAATI—RELIZEEIX.MQTT DEELRBEOEEEZFHBET BB, 77
AILDARIFERFRIC. I7MIILDEZFRAHEIFET—HEAICDLENDARESZEFEET, I7 ML/
FT—RAR—ZDONEIE MQTT LRBRIZIEEEIZ{ToTLIEELY,

Edgecross ARV IF DI T DHRELL T, 77 MIIEFE—FREIAHIFIZRETHEMNAIRETT ,
BI2ANAICIXENEA—FTHIUN/ INRAT—REFRELTTELY,

A—HYTFHINEFERLGEVWRE IS EFERATHEELETEFTHN. COBE. JE—MEFITAILS
DT EXEHATANONYMOUS LOGON LD EITEBELTTEWL, INlE, JE—F PC IZ7IERTATEE
BEI—HH, FHALLT. T7MIIZT I ERARETHAIEXFEKRLET,

A—HTF7HIUNEFERLEWNWE—rRBFIAHILT I+ HEBETES R VNI —IVNTRELTERTS
M BELIE, SOESBVE— B IHI A EFRALGNEEZHELET,

(4) ARURFAUEST

T IWAEAA LT7A—IR—Ix ZIE BELEZTAT S LEZARURSAUNLERITT IHEENHYET . £
T T —2% 700 S LB ET HIENTEET L IEELITOT S LIS AT LR CTEIEY
B1=8 . Edgecross &&; PC DX LA E DIBEMNAIREIZZYET,

EWT A% ELTCAYURSAU IO S LERITTHMEEL. X )T B A THREEDLD
RAL.BEHDIT FEEATHILTURTLERET ORI/ OIARMENH LI LEZEKRLET,
AEEEEFERTAEICIE. +HHRHAETV. BEHLST 2N TOTSLTETINSAREMEICDONT
ZELTTALY,
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(2 EEEHE
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T—HAREIZLY RV T — VB HEHBE TES RV I —VEREE LRV — VA BRI EEDRE
THELEY,
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Fr-. MYBRKELTHEENDTE T T HETIZCHAHEEEDBREADEIZLLS=. BIFANIZ USB T/31X
NEFEETDHIHEE.USB TNA REFE Iz T—AWNELETIRAUTIH AV A= LT EDTILD TR
R-BEBRY—ILEERAL. mRDEEMETHERTILELNHYET,

AVAR=ILAREDY—ILEFERTEIERICIE. IIILI7THERVIEDA 2V AR—ILIZKYIHRIZE X
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AR—ILBBFBRINGWNVT—ZANHE=8TT,

(9) #HHAH PC X%
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BW AV T UM RESNTUOET , FXa s MIEbEXa) FHRERIL—ILET TG THRyY
FI—OADEGEFIRTIVENDYET, THRYNT—IZRET B=-DICE. BEERVNT—IE
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CCETICREBLIERRIE. BFREARYNI)—IZEERT SR, THERNICEASNh TS RYED
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BRIV T DKREERRIETE-0DRINT—IT7ERA R

Ry RD— O EBEERELERIIL—FDEE

T—AFLHEL-BHIAABFOREIRE (DMZ DEEE)

RERILTDIP PRLRAEHRENSTRLURAEE T ICHIRMICKBHEERTIFE

(L2SW IZ&B IP PRL AT H#A)
IV THEBILE BRI Ao01T A T—ay
(LB TIEANDELEEHSC=OD ITIER 1T A MEIfF(T)

ERIEROT I ERAEE (EREIEV AT L/ A EHREGFRMATLDEAN)

- EEERRDON I RIL L EREDREL
SLE-IHBERORYNI—IRANBELELZYET,

BREBABETERAAVNETD., RYRT =R EL-RICIRIBBELGYET A IP Ry T—IEE
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ZRIEREL. UTOHEORREHRELET,
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3. EEXRAXRMAFW O GW RBEDAE—RyMMER

Fl VAT LRV EAVT I L—ARATFORY—ERTBRIETHEOEEELHEHKL . FiEEHIR
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38
ECD-TE4-0006-02-JA



35 ICR/IMERTORYNT—IADEFa) T4 RKEFRDBIZRLET

59K
o 'L D S2F L
. WWW
: ‘Office i&oﬁice PC Office serverl /
[ SHBRE LD JEBAN [

|
.
: ﬁ { HAREE 7 |
I Factory
|
U p Edge D
Cross
— 8- AT ARYY
FAZSFT—% 157I9Vv—5
v
I E¥m1ﬂﬁ I—--._lIII[lII I—--._ll|l[lll @ : Ij
Llﬁ LE% 'l||||PLCID(;S(||| GW &
{ F—ILF/S2 ) (T4—IFRR ERRs
C < %’@%
- AVTFYAY—ER
\ J

3-5 B/MERTDRYET—IADEF2) T K E B

[FRYrT—ITORH]
TBRIZERET SRV T—0% . FIRAERICIESC GIEERA YT —2"“FA Ry T—0"“T4—)LEN
ATERERBICH T THRALEY .
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T—AEEDAIERT S USB [T T xR, R USB FEEALIRICRELCEEBEL-RH
BEERMEZBMEL-EEXRARENR FW I REITVET,

BRI RICDLTIE, BTIETRLT USB iR R U BRI R E R AN R E TR0,

(2) BRAREREN R

HEFERR VT —VI2E 2T =0 LOBEBEA BN IOz TIZREL-BEZEZEL, *ybT—
JBENOAEGIRSFVPEEZRAL., YURVBBEAGBEEZARILT SREREE (VA3
—WERHM Y —) DHREZTHELES .

(3) USB xR

TILYITEARBRELGDITRAYN T —HEEHINTVECTE, BHEERIMEOLEENH S
DL, Edgecross MIREIZKVIESRB ARV T —IEBRIN-I5GEIZ, WIGOERICTH AT H USB T
INA A DHEARENEESENDBLTY,

FYRT—0FNLI-ERINEZRIRLTH, TRTORAU DD USB DERZEIYRT EFELL,
Fr- . RYBRKELTEENDTE T T H5FETIZCHLIEEDBHRMNBEIZLST6H. TWIFZERNIZ USB T/A1 R
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AVAN—ILTEDY—ILEFERTEIERIZIE. TIILDIT7REIIFDA U A—ILIZKYiRRIZE Z
HERMEEFNZADERE., £, A—H—HIoRESN-HAHAAHRETETILIZTHAERYITFDAY
A= ILAEBREINGEWNT—ANHET-HTT,
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4. BRIZE TR X)) Ta0%E
BRI CRIR O ESLBREE. FRE/ ERE EREEE, 7O LASE, 0/ EBEEEET
BLibic. BRBEEEC NS EE A THRBM BREHRINE. BHEEEED tr1) 7 EEER
G E T BN EE TS, T, AV VTR ST 1. B, B, MERLGEE.
1BR). B IBDHHEBET HBERBYES .
T TIE. B RBERES LS 1T EE AL FU RSSO TRALES

4. 1 ESBHER K

AEIETIHBRBICEIILVIT7HMEAL LBUEEIZ T AL TIIEDRENMFLEITIEENELREL
TWET, TILDITIEUSB T/ ROEHAABIRDNSRAL, FybT—Y LICH DRI EEFIAL
T, TOMBBRADEREILKERYET,

TILITT DREEOCHLEGERZ A D1-HIC1E. HEHERD 0S 7TV r—av Gl N EEEEEEY)
[ZEEL. ZDEFa)TA/\VFEIAL)—ITERATHIENKROLNFET,

Edgecross 2AYVIFIIT7NEASINBEER PC OVIbDON—DavEBEERL. BEICKLT
Edgecross EAYILH 7. 0S,. ZDMT7 IV —2a>D7yvTT—MiEEZERTHETHRBED X
MAE[REERYET  ULTFEELLIICODNWTTYIT—rDEZ AERLET,

(1) Edgecross EARYI+DTT

551 Z < T =& Edgecross ERY I 7 IERFBEFIAT HLIICL TS, £Fa) T4\
FOBRCN—230 TV T EBERIID £ ETTHIELEHRLET,

Edgecross ARV IrDE®E#FARIEL Edgecross DI— Y TLARLETAKRLTWET DTS EIZLTLE
< A

Edgecross ZEARY T 7 Windows FRMDEHEYS S 0SS # TFRIZTRLET,

X1 TADEEIG., BMEHEZENINTEY . h OFLWWNN—Ua 2R BT 52 ENEELLNTT,

F=FALTLS 0SS ICHEFFEINBISNT=IHE (X, Edgecross O — 7 L TR EEIRY B <EN{E
HEREERL TREREGERARICEDHET,

0SS MIEFAREEIL 2 BEHYET .

—D[%. 0SS Y—ROA—KOS54T 5% Edgecross EARY I, I 7RIZIRYAATHEEALTLAIZET
T, COWEED 0SS IZHEFEMEMN RSN, D BEMNELI-IHFE L. Edgecross ERY I 7 DT
T TF—rDREELLYET  Edgecross ARV IO T7 7 v F—rEFOD) Edgecross A — 7 Lxtina
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https://www.edgecross.org/ja/data—download/

% 4-1 Edgecross XY I+ 7 DREE 0SS — &
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https://www.marketplace.edgecross.org/

(3) 0s
Windows [&. Windows Update [C&UBFHTAT S LEFEAL T, EICHRFTDKREIZER DO=O DHEEEH E
o TWFET ARMICHIAT ARECIEIRBICRITOIREBICEFHTHILEFHELES,
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5. £&O
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