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BIOS
C&C
CPU
CsVv
DB
DCS
DDoS
DMz
DoS
ERP
EWS

JPCERT/CC
LAN
L2SW
MES
MQTT
NC
OPC
OPC UA
(0N
0SS
PC

PIN
PLC
SCADA
SD
SNMP
SOC
TLS
TPM
USB
UPS
VPN
www

Basic Input Output System

Command and Control

Central Processing Unit

Comma Separated Values

Data Base

Distributed Control System
Distributed Denial of Service
DeMilitalized Zone

Denial of Service

Enterprise Resources Planning
Engineering WorkStation

Factory Automation

FireWall

GateWay

Hard Disk Drive

Human Machine Interface
Identification

Intrusion Prevention System

Interface

Internet of Things

Internet Protocol
Information—technology Promotion Agency
Information Technology

Japan Computer Emergency Response Team Coordination Center
Local Area Network

Layer 2 Switch

Manufacturing Execution System
Message Queuing Telemetry Transport
Numerical Control

OLE (Object Linking and Embedding) for Process Control
OPC Unified Architecture

Operating System

Open Source Software

Personal Computer

Personal Identification Number
Programmable Logic Controller
Supervisory Control and Data Acquisition
Secure Digital

Simple Network Management Protocol
Security Operation Center

Transport Layer Security

Trusted Platform Module

Universal Serial Bus

Uninterruptible Power Supply

Virtual Private Network

World Wide Web
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3.2.20S
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3.4.2 T—RETIEE

TyCTFI)r—ay T —bkoxA

VAR A R
IHxT0—=

TR A )

Edgecross&EARY L9177

TF—4AaL94

3-2 T—EETILEERIBBRE
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